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Re: Improper Posting of Protected Materials Related to Seattle Advanced Metering 

Infrastructure Initiative on MuckRock.com 

Dear Sir or Madam: 

I am writing on behalf of Landis+Gyr Technology, Inc. (“Landis+Gyr”) with respect to two 
documents that were recently posted on MuckRock.com that contain trade secrets and sensitive network 
security information. These documents are related to a recent request under the Washington Public 
Records Act (“PRA”) submitted by Mr. Phil Mocek through the MuckRock.com website. Landis+Gyr 
will be taking legal action in the very near future to prevent release of its trade secrets, proprietary 
information, network security information, and other categories of information that are protected from 
public disclosure under the PRA and Washington’s Uniform Trade Secrets Act (“UTS A”), RCW 
Chapter 19.108. In the meantime, recognizing that the documents were apparently made public through 
inadvertence or error on the part of the City of Seattle, we respectfully request your cooperation in 
removing these two documents from public view. To be clear, we do not object to the continued posting 
of any other documents related to Mr. Mocek’ s Public Records request on the MuckRock.com website, 
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which includes, for example, documents related to the contract (from which trade secret information has 
been redacted) and the correspondence between Mr. Mocek and Seattle City Light’s Public Records 
Officer. We are also willing to provide redacted versions of the two documents, with sensitive 
electronic security information removed, to repost on the website until conclusion of soon-to-be-filed 
legal proceedings. 

The two documents in question apparently were released prematurely by the City of Seattle, 
before Landis+Gyr was allowed to redact trade secret and sensitive network security information, and 
before Landis+Gyr could exercise its rights to prevent release of protected information through the court 
system. We respectfully request that you immediately remove the two documents from the 
MuckRock.com website until such time as their protected status under the PRA and the UTSA can be 
resolved by the Washington courts. Please be aware that trade secret information of the kind contained 
in the documents is protected under the UTSA, and misappropriation of trade secret information may 
expose you to claims for legal damages and attorney’s fees under RCW 19.108.030-.040. 

The documents are attached to an email from Stacy Irwin, Seattle City Light’s Public Records 
Officer, dated April 19, 2016, which is posted on MuckRock.com along with other correspondence 
related to Mr. Mocek’ s Public Records request. The documents are identified as “Req 9_Security 
Overview” and “Lands+Gyr Managed Services Report 2015 Final.” Each is available in complete and 
unredacted form through links allowing a MuckRock.com user to “download,” “view,” or “embed” the 
documents. 

Significant portions of the documents are protected from public disclosure under the PRA 
because they contain detailed discussions and descriptions of the Landis+Gyr’ s proprietary electronic 
security protocols and operations. These portions of the documents are protected from public disclosure 
under RCW 42.56.420(4), which provides that “[information regarding the infrastructure and security 
of computer and telecommunications networks, consisting of security passwords, security access codes 
and programs, access codes for secure software applications, security and service recovery plans, 
security risk assessments, and security test results to the extent that they identify specific system 
vulnerabilities, and other such information the release of which may increase risk to the confidentiality, 
integrity, or availability of agency security, information technology infrastructure, or assets” is exempt 
from disclosure under the PRA. 

The documents are also protected under the UTSA because Landis+Gyr’ s electronic security 
protocols and procedures were developed through an investment of millions of dollars and thousands of 
hours of research and development time. Making the documents public may allow Landis+Gyr’ s 
competitors to copy and duplicate its proprietary methods, thus destroying the value of this investment. 
Similarly, if a hacker or cyber-criminal used the information posted on MuckRock.com to penetrate 
Landis+Gyr’ s security systems, Landis+Gyr’ s investment in those systems would be destroyed, and the 
reliability of Seattle’s electric grid could be put at risk. 


(031 05436.DOCX;2 j 



Mr. Phil Mocek 
May 16, 2016 
Page 3 


For these reasons, the public availability of these two documents presents an immediate threat to 
Landis+Gyr that can only be relieved by removing those documents from MuckRock.com and from any 
other public forum where they may appear. We therefore request that you immediately remove the two 
documents from MuckRock.com, destroy any hard copies of the documents you have made, and remove 
the documents from any other public forum where they may be posted. We also request that you 
provide assistance to Landis+Gyr to identify any entities that may have downloaded these documents 
from MuckRock.com, so that we may take appropriate measures to assure these documents are not 
further disseminated. 

Please feel free to contact me at any time if you have questions about anything discussed in this 
letter. We look forward to cooperation in this matter and, given the urgency of the situation, request a 
reply at your earliest convenience. 


Very truly yours, 



ELC:aea 

cc: Jessica Nadelman, Assistant City Attorney, City of Seattle 
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